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MODERN DATA ENCRYPTION METHODS: FROM AES TO QUANTUM
CRYPTOGRAPHY

Abstract. In this article, data encryption is essential to protect confidential information in
the digital world. Over time, encryption methods have evolved to eliminate emerging security
threats. This article discusses modern encryption methods with a focus on Advanced Encryption
Standard (AES), RSA, elliptic curve cryptography (ECC), homomorphic encryption, and
quantum cryptography. It examines the applications, security implications, and future prospects
of these methods, and highlights their role in modern cybersecurity systems. The study also
explores the impact of quantum computing on traditional encryption methods and evaluates
post-quantum cryptography, which aims to protect data from threats using quantum
technologies. Analyzing the strengths and weaknesses of each method, this article provides a
comprehensive overview of encryption technologies and their relevance in an era of rapid
technological progress. The purpose of the article is to provide an idea of how encryption can
continue to ensure data security in the face of growing cyber threats, especially in connection
with the development of quantum computing.
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1. Introduction. With the rapid growth of digital communication, securing data against
unauthorized access and cyber threats has become a top priority. Encryption serves as a
fundamental mechanism to protect data confidentiality and integrity. Traditional cryptographic
methods, such as AES and RSA, provide robust security but face challenges from increasing
computational power and emerging quantum computing threats. This paper examines modern
encryption techniques and their role in ensuring data security.

In recent years, advancements in computational capabilities have necessitated the
development of more sophisticated encryption methods. While classical encryption algorithms
remain widely used, researchers are exploring novel approaches, such as homomorphic
encryption, post-quantum cryptography, and blockchain-based security models, to address
evolving threats. Additionally, the integration of artificial intelligence and machine learning in
cryptographic systems presents new opportunities for enhancing security and optimizing
encryption efficiency. This paper aims to provide an in-depth analysis of these emerging
techniques, evaluating their effectiveness in safeguarding sensitive information in an
increasingly interconnected digital landscape.

Moreover, the rise of cloud computing, the Internet of Things (IoT), and big data has
introduced new security challenges, requiring encryption techniques that balance strong
protection with efficiency and scalability. As data is frequently transmitted and stored across
distributed networks, ensuring end-to-end encryption and minimizing vulnerabilities in data
exchange processes have become critical concerns.
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This paper explores the latest advancements in encryption technologies, including
lightweight encryption for IoT devices, zero-trust security models, and quantum-resistant
cryptographic algorithms. By analyzing their strengths, limitations, and potential real-world
applications, we provide insights into how modern encryption methods can address current and
future cybersecurity challenges.

2. Materials and Methods of Research

The research methodology employed in this study involves a comprehensive review of
contemporary literature, industry reports, and case studies related to modern encryption
techniques. This includes an in-depth analysis of symmetric and asymmetric encryption
algorithms, post-quantum cryptographic methods, and quantum cryptography applications.
Additionally, performance evaluations of selected encryption techniques are conducted by
comparing key parameters such as computational complexity, security robustness, and
scalability.

Primary sources of information include academic research papers, security whitepapers,
and government standards such as those published by the National Institute of Standards and
Technology (NIST) and the European Telecommunications Standards Institute (ETSI). A
comparative study of AES, RSA, ECC, and emerging cryptographic paradigms such as lattice-
based cryptography and quantum key distribution (QKD) is performed to assess their suitability
for current and future cybersecurity needs. Moreover, discussions on real-world
implementation challenges and potential security vulnerabilities are included to provide a
holistic view of encryption technologies.

Cryptanalysis and Security Challenges

2.1.Cryptanalysis Methods

Cryptanalysis Experimental analysis includes testing the efficiency of various
encryption methods using benchmarking tools to measure encryption and decryption times, key
generation speeds, and resistance to different types of attacks. Simulations of quantum
computing attacks on classical cryptographic methods were also reviewed based on existing
quantum algorithm studies.

Cryptanalysis involves a set of techniques used to decipher encrypted communications
without having access to the decryption key. It is primarily aimed at identifying weaknesses
within cryptographic algorithms or their implementations.

The objectives of cryptanalysis vary, including:

o Key Recovery: Finding the secret key to decrypt the protected data.
o Algorithmic Reduction: Developing an equivalent encryption or decryption function
without the need for the original key.
o Information Leakage: Extracting useful data from encrypted content.
o Distinguishing Attacks: Identifying patterns in encrypted data that distinguish it from
completely random noise.
Encryption systems are often analyzed by the wider research community to uncover
vulnerabilities. In the early phases of cryptographic development, weaknesses may be
discovered that allow complete decryption without a key. This ongoing evaluation helps
enhance encryption systems and fortify them against potential attacks.
2.2.Symmetric Key Cryptography.
Symmetric encryption, also known as single-key encryption, has historically been the
predominant form of cryptographic protection. It employs a single key for both encoding and
decoding information. This category includes:
o Block Ciphers: Algorithms that encrypt data in fixed-size blocks, such as the Data
Encryption Standard (DES), Triple DES (3DES), and Advanced Encryption
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Standard (AES). These are widely used for securing large volumes of data
efficiently.

e Stream Ciphers: Algorithms that encrypt data bit by bit or byte by byte, such as
RC4, making them suitable for devices with limited computational power, such as
GSM networks.

Strong symmetric ciphers rely on two core principles:

o Confusion: The relationship between the key and ciphertext is highly complex,
preventing an attacker from deducing the key.

o Diffusion: Altering a single bit of plaintext results in a significantly different
ciphertext, making decryption without the key exceedingly difficult. [10].
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Figure 1: Symmetric Encryption Algorithm

2.3. Secure Hash Algorithm 3 (SHA-3)
SHA-3 is one of the latest cryptographic hashing standards developed to address vulnerabilities
in earlier hash functions like MD4, MDS5, and SHA-1. By 2005, cryptanalysis had exposed
theoretical weaknesses in SHA-1, and in 2017, practical collision attacks were successfully
demonstrated by Google and CWI Amsterdam, leading major web browsers to discontinue
support for SHA-1-based certificates.

To address these concerns, the National Institute of Standards and Technology
(NIST) initiated a competition for a new hashing standard. The Keccak algorithm was selected
as SHA-3 in October 2012. SHA-3 provides multiple output lengths (224, 256, 384, and 512
bits) and is resistant to various cryptanalytic attacks due to its sponge construction mechanism.

SHA-3 Security Properties

o SHA3-224: Equivalent to the security strength of 3DES.

o SHA3-256: Comparable to AES-128 in security.

o SHA3-384: Provides security similar to AES-192.

o SHA3-512: Matches the strength of AES-256 encryption.
SHA-3's design ensures that any input data is processed in multiple iterative rounds, using
substitution and permutation techniques to provide a secure and irreversible hash output. Unlike
previous hash functions, SHA-3 utilizes a state size of 1600 bits, making it significantly more
resilient to attacks.

The continued advancement of cryptographic standards like SHA-3 ensures that digital
security remains robust against evolving cyber threats.

Table 1 gives a high level summary of SHA-3 Algorithms

Algorithm output state block apacity ()
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SHA3-224 224 1600 1152 448
SHA3-256 256 1600 1088 512
SHA3-384 384 1600 832 768
SHA3-512 512 1600 576 1024

Hybrid Encryption Method / Digital Envelopes

To enhance both performance and security, modern encryption techniques now integrate
multiple cryptographic approaches. Hybrid encryption systems combine the strengths of
symmetric and asymmetric encryption, creating an optimized solution for data protection.
These systems leverage asymmetric encryption to securely exchange encryption keys while
employing symmetric encryption for the actual data transfer.

The complexity of asymmetric encryption stems from the intricate mathematical
computations involved in generating and processing public-private key pairs. In contrast,
symmetric encryption relies on a single key for both encryption and decryption, making it
significantly faster but requiring a secure method of key exchange. A hybrid system mitigates
these limitations by using asymmetric encryption for key distribution and symmetric encryption
for actual data protection.

A conceptual representation of hybrid encryption is shown in Figure 2.
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Figure 2: Hybrid encryption system

In practice, asymmetric encryption generates two keys—one for securely exchanging
encryption keys and another for managing cryptographic operations—while a symmetric
encryption algorithm ensures that the data itself remains protected. This combination offers the
best of both encryption worlds, balancing efficiency with security. However, the overall
security of hybrid encryption depends on the robustness of the asymmetric key management
process, making secure key storage and distribution critical aspects of implementation.

Conclusion

From the classical AES and RSA algorithms to the revolutionary advancements in
quantum cryptography, encryption technologies have continuously evolved to meet the needs
of an increasingly interconnected world. While today’s encryption systems are highly secure,
the rise of quantum computing presents new challenges. The development of post-quantum
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cryptographic solutions will shape the future of cybersecurity, and it is crucial for businesses
and individuals alike to stay informed about these changes to ensure the ongoing protection of
sensitive information in the digital age.

3. The Results and Their Discussion

The study findings indicate that classical encryption techniques, including AES and RSA,
remain widely used due to their proven security and efficiency. However, the increasing threat
posed by quantum computing necessitates the adoption of quantum-resistant cryptographic
methods. AES remains secure for symmetric encryption applications, whereas RSA is
becoming increasingly vulnerable to quantum-based attacks due to its reliance on integer
factorization.

Elliptic Curve Cryptography (ECC) is identified as a more efficient alternative to RSA,
offering comparable security with smaller key sizes. This makes ECC particularly suitable for
resource-constrained environments such as [oT devices. Furthermore, homomorphic encryption
is gaining traction in privacy-preserving computations, allowing encrypted data to be processed
without decryption. Despite its potential, homomorphic encryption faces challenges related to
computational overhead and practical implementation.

Post-quantum cryptographic methods, such as lattice-based, code-based, and hash-based
cryptography, exhibit strong resistance against quantum attacks. Lattice-based cryptography, in
particular, is emerging as a leading candidate for standardization due to its mathematical
complexity and feasibility in real-world applications. Quantum Key Distribution (QKD)
presents an innovative approach to secure communication by leveraging quantum mechanics,
offering theoretically unbreakable encryption. However, its practical implementation is
hindered by high costs and infrastructure limitations.

Furthermore, hybrid encryption models that combine classical and quantum-resistant
encryption techniques are under development. These hybrid approaches leverage existing
encryption standards while incorporating elements of post-quantum cryptography to ensure
future-proof security.

The study also highlights the importance of optimizing encryption efficiency, especially
in cloud environments where computational resources are shared. Strategies such as hardware-
accelerated encryption and lightweight cryptographic methods for IoT devices are essential to
ensure security without compromising performance.

Integration of artificial intelligence in cryptography is an area of ongoing research, with
applications in automated threat detection and dynamic key management. Additionally,
blockchain technology is leveraging cryptographic principles to enhance transaction security,
with ongoing efforts to integrate post-quantum cryptographic methods into blockchain
frameworks.

Overall, modern encryption methods continue to evolve to address emerging
cybersecurity challenges. A hybrid approach, combining classical, post-quantum, and quantum
cryptographic techniques, appears to be the most viable strategy for ensuring robust data
protection in the future digital landscape.
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JAEPEKTEPAI HIU®PJIIAYABIH 3AMAHAYU 9AICTEPI: AES-TEH KBAHTTBIK
KPUIITOT PA®UST A TEUTH

Tyuin. byn makanana nepexrepai mudpiaay qudpiabik oaeMae KYIus aKnapaTThl KOPFay
YILIiH 6Te MaHbI3[bl. YaKbIT 6Te Kele mudpay ofictepi nmaiina 0onraH Kayinci3aik Karepiaepi
XKOI0 YIIH gambiasl. by makamama keneWrtinren mmdprnay crangapteiHa (AES), RSA,
IMNTUKAIBIK KUCBIK kpuntorpagusra (ECC), romoMopdThl mudprayra xoHE KBAHTTHIK
Kpunrorpadusra 6aca Hazap aynapa OTHIPHII, 3aMaHayu MH(pay 91icTepi KapacThIPbLIA b
On ocel oficTepiiH KONJAHBULY calalapblH, Kayilci3IiK cajjapblH >KoHE Oojamax
MepCIeKTUBANIAPBIH KapacThIpabl, ONapblH Ka3ipri KUOepKayirci3aiK KyHenepinaeri pemtiH
aTam KepceTell. 3epTTey COHBIMEH KaTap KBAHTTBIK €cenTeyJepiH ISCTypii mmudpiaay
o/licTepiHe ACEPiH 3ePTTEH Il )KoHEe KBAHTTHIK TEXHOJIOTHUSIapAbl KOJJIaHa OTBIPHIIL, JepeKTepIi
Kayilm-KaTep/ieH KopFayFa OarbITTalFaH IOCTKBAHTTHIK KpUIITOTpadusHBI Oarajaipl. Op
OMICTIH KYINTI JKOHE OJICI3 JKAKTapblH Taljgail oOTHIpHIN, Oyl Makamaga Iudpray
TEXHOJIOTHSUIApbIHA JKOHE OJapJIblH KapKbIHIBI TEXHOJOTHSIIBIK IIPOrpecc J9yipiHIeri
©3CKTUIIMNHE JKaH-KaKThl IOy Kacajagpl. MaKalaHblH MaKcaThl-eCill KeJjie JKaTKaH
kuOepKkayinrep >KaFgaiblHIa, ocipece KBaHTTBIK €CENTEYJICPAIH JaMyblHAa OaiIaHBICThI
mmdpay aepeKkTepiH Kaylnci3/iria Kanaii KaMTaMachl3 €Te alaThIHbI Typalbl TYCIHIK Oepy.

Kinm ce30ep: udpnay, AES, RSA, Dmmnruxkansik Kuceik Kpunrorpadus,
T'omomopdter ludpnay, Ksantteik Kpunrorpadwus, Ksanrtran xkediinri Kpunrorpadwus,
Kubepxkayincizuik, depexrepai Kopray, Kpunrorpadusnbsik Anropurmaep.
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COBPEMEHHBIE METO/1bl HIU®POBAHUSA JAHHBIX: OT AES Jlo
KBAHTOBOM KPUIITOI PA®UU

Annomayusa. B nanHoil crathe mu(poBaHHE TAHHBIX UMEET BAKHOE 3HAUEHUE I
3amuUThl KOHQHUACHIIMANbHOH uHpopMammu B 1udpoBoM mupe. Co BpeMEHEM METOIBI
K poBaHUS 3BONIOLMOHUPOBAIN JIsi YCTPAHEHHs BO3HMKAIOIIMX yrpo3 OezomacHoctu. B
9TON CTaThe pPACCMATPHUBAIOTCS COBPEMEHHBIE METOJbl INU(POBAHUS C aKIEHTOM Ha
pacumpeHHblil cranaapt wndposanus (AES), RSA, kpunrorpaduto ¢ 31aunTuyeckoil KpuBon
(ECC), romomopdroe mudpoBaHue U KBaHTOBYIO Kpunrorpaduio. B Hem paccmarpuBaroTcs
001acTH MPUMEHEHMsl, MOCIEACTBUA A O0€30MacHOCTH U OyAyliMe MEpPCHEKTUBBI ATHX
METOJIOB, MOJYEPKUBACTCS HX pOJIb B COBPEMEHHBIX cHcTeMax kuOepOe3omacHocTH. B
WCCTIEIOBAaHUH TaK)Xe HCCIEIyeTCs BIHMSHUE KBAHTOBBIX BBIYMCICHHH Ha TPaJUIMOHHBIC
METOBI U(PPOBaHUS U OILIEHUBAETCS IOCTKBAHTOBAs KpUnTorpadusi, KOTopas HarpaBlieHa Ha
3aIIUTY JAHHBIX OT YIPO3 C MCIIOIH30BAHNEM KBAaHTOBBIX TEXHOJOTHI. AHAIM3UPYSI CUIIBHBIC
U crabble CTOPOHBI KAXJI0TO METOIa, B 3TON CTAaThe JaeTCsl BCECTOPOHHUHM 0030p TEXHOIOTUH
mm(poBaHMS M UX aKTyaJbHOCTH B 3TOXY CTPEMHUTEIFHOTO TEXHHUYECKOTo mporpecca. Llens
CTaThbU - JaTh NPEACTABICHUE O TOM, KaK HIM(pOBaHUE MOXKET MPOJOJKATh 00ECIeYnBaTh
0€30MacHOCTh JIAHHBIX TIEPE]T JIMIIOM PACTYIIUX KHOepyTrpo3, OCOOCHHO B CBSI3M C Pa3BUTHEM
KBAHTOBBIX BBIUYUCIICHHH.

Knwoueswie cnosa: Uudposanue, AES, RSA, Kpunrorpadus ¢ amuntuieckoil Kpusoi,
TI'omomopdHuoe mmdporanue, KpanrtoBas kpunrorpadus, IlocTkBaHTOBas Kpurrorpadus,
Kub6epb6esomacHocTs, 3ammra ganHbix, Kpunrorpadguueckue anropuTMel.
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